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Stack

Stack CyberSecLab 
Nmap Scan:

From the scan we can tell its a windows machine. And we have few ports open. So I started my enumeration on port
445 which is smb but unfortunately it doesn't allow anonymous listing of shares.
But lets move on to port 80 which is a web server. When I navigated there it showed me an error that the default
page is not found and if we read it well we can see the possible path its expectingso the first thing I navigated to was
the gitstack directory.

After that I was redirected to a login page. Also from the look we can see its running gitstack instance and now lets try
the default credential to access it.
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We're logged in. So the first thing I noticed was the title header of the web page which says GitStack 2.3.10 which is
the version the gitstack instance is running on so lets hit searchsploit and check for known exploits.

From the result of runningsearchsploit we can see its has a remote code execution exploit. So lets copy it to our
machine and check it out.

So this exploit isn't really a fancy one where you are given option to give the exploit input directly from the terminal so
I made a few adjustment for the exploit to work i.e changing the target ip.

So lets run the exploit. And from the result we can see the exploit worked and the command whoami was executed
now lets get reverse shell via it. But firstly we need to know the path the exploit php code was placed thats as easy as
checking the source code. 
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Now we know the path the php code is lets access it and run command directly.

So the code is taking a as a GET parameter over the command you run. So we have to include it in the url.

But after including it, it still doesn't work now the answer is because of the php code used. We can see its using POST
request to send command <?php system($_POST['a'); ?> so for us to fix this we need to change the request to post
and this can be done using a web proxy like burp suite or using curl.

So we need to change the GET request to POST, just right click then choose change request method. After that the
request should be changed to a POST request. And on sending it we should have our command executed.
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But since I prefer using curl in cases like this lets then get our reverse shell.



5/8

So I'll be using powershell reverse shell which I got from revshells.com. On sending the payload I received a call back
from my listener.

From the result of doing whoami /priv we see it has SeImpersonatePrivilge Enables. Now to exploit this I'll be using
metasploit for it.
So I generated a windows reverse shell executable then sent it to the target. on running the binary I generated I got a
call back from my metasploit listener.
But unfortunately we can't exploit that privilege because there is no available token for us to impersonate.

So next thing I did was to upload winPEAS.exe and run it. And after few seconds of winPEAS scanning the host I got
this while searching the result generated by winPEAS. Its a Keepass password database, lets transfer it to our host
machine and check it out.

https://revshells.com
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So now we've confirmed its really a keepass password database using the file command on linux. Now to open a
keepass file we make use of keepassx tool which can easily be downloaded using apt on linux.
So lets open the file using keepassx. But its requiring a password for us to to view it.

But luckily for us there's a tool(keepass2john) which will convert keepass files to hash. Which John the ripper will
attempt to brute force. Lets try it out.
So I used keepass2john to convert the keepass file to hash then I used john to brute force it. And from the result we
see the password for the keepass file which is princess. 
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Now lets open up the password manager database file.
After opening it up we should get the credential for the Administrator and the user which is john

Now lets login via rdp as the administrator.
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And we're  done :0


