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Dictionary

Nmap Scan:

From the result we can see its a windows box in an AD environment.
So lets start enumerating from port 445 which is smb. But unfortunately anonymous listing of share is not possible.

So the next thing to do is to enumerate the domain users. I'll be using kerbrute for the enumeration.
And from the result we see 2 valids users and one of the user which is izabel has no pre auth set meaning we can
leverage this to perform ASREPROAST attack.
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Using impacket-getnpusers we will be able to dump the user's hash.

Now saving the hash in a file and brute forcing it using john the ripper we should get the user password's. 
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So I tried connecting to winrm using the credential but it didn't work.

So now lets check out if we can connect to smb using the credential we have.
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We have access to smb now lets spider the shares using crackmapexec.

But in reading the result I got nothing from it.
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Now the next thing I did was to enumerate the domain controller using rpcclient.

So at this point I tried checking for ASREPROAST using the new users I found but it wasn't successfull.
So I decided to use rpcclient and check for domain properties. 
And the first thing I checked was the password policy because the user's hash we brute force seemed to follow a
pattern which is month and year June2013.
And from the result we can see there's no really pasword policy in place only the mininum password length
requirement which is at least 7.
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So next thing to think of is to attempt brute force attack on all the users gotten. But since we saw a pattern in the
password we can try creating a wordlist that follows that pattern also.
So I used python to generate the wordlist.

So what this does is that it creates a file names wordlist.txt which has writable permission then loops through the
months and year arrays adding them together then writing it into the file it created which is wordlist.txt.
Now lets run the script. 
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We can now attempt brute force against the users using crackmapexec on smb using the wordlist we created

After a while we successfully brute force the user BACKUP-Izabel password
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Now lets login via winrm using evil-winrm.

Next thing is to upload winPEAS to the host then run it.
On running it we get some firefox saved credential

So lets save each password in our machine then attempt to brute force the Administrator user with the passwords.
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And from the result we see that we have the Administrator password which has access to all shares in the smb
server.

So lets login to the host as administrator using the credential we have. So we can use rdp,winrm but in this case let
me use psexec.

And we're done :)


