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Sync

Sync CyberSecLabs
Nmap Scan:

From the scan we can tell its a windows box in an AD environment. On checking smb we can see that listing of shares
anonymously is possible.

Now lets connect to the share and check whats in it.  On checking all the directories in it, it was totally empty.
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So I used crackmapexec spideplus mode to intensively check out files in the smb server. But from the result there
wasn't still anything there.

Now lets enumerate users by using a tool called kerbrute.

From the result we see that we are able to enumerate some of the domain users and a particular user has no pre
authentication required meaning that we can the user can request Ticket Granting Ticket from the domain without
authentication required. To exploit this we can perform ASREPROAST attack. I'll be using a tool called getnpusers
which is among the tools from impacket. So this attack will dump the kerberos hash of the user.

Now lets save the hash in a file and brute force it using john the ripper. And after few seconds the hash is cracked.
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I then tried connecting to winrm using the newly founded credential but it failed meaning that the user isn't among
remote users.

So next thing I did was to check out if we can spider shares on smb using crackmapexec spiderplus mode. But still
there was nothing in the shares
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At this point I was really frustrated but I kept on enumerating. So I tried connecting to the smb server using rpcclient
and enumerate the domain users in the domain controller.
so I got all the users in the domain controller. 

Now I tried checking for if the newly found users also has no pre auth required meaning that we would be able to
perform ASREPROAST attack.

But unfortunately I wasn't successfull with that. So I taught of another thing. Since we have a user credential already
we can try mapping the domain using bloodhound. So bloodhound can gather info in the domain controller.
So I used  bloodhound-python to perfrom the domain enumeration.
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Then it saves the files in json format. So I'll be zipping them as a file then uploading it to bloodhound to check out the
result.

So after searching for possible ways to escalate to domain admin by reading the output that bloodhound extracted It
showed a way we can escalate to domain admin but that can only be possible if we have remote access to the
domain which we don't.
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So next I decided to check out the permission of the smb server using smbcacls alternatively other tools can be used
like crackmapexec, smbmap etc. but in this case i used smbcacls.

Now from the result we now know the share. I want to mount the smb share on my host so as for easy access to
working with my testing.
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Now we've successfully mount the smb share on out host let now check the permissions on it. Also since we access
the share anonymously the username can be any random thing and the password would be nothing i.e leave it blank.
So lets start checking the permission of each directory in the share. So we see we as guest user has only READ access
in the Acccounts directory in the share.

Now what we would do is to apply the same command for all directories and we can do it manually but in this case I'll
automate it using a one linear bash command.
So what the command does is that it lists the files/ in the share directory (where we mount the smb share) then echos
the  directory and then performs the permission checking command on the smb server then echos the result so this
will iterate i.e continue until it reads all the directory in the path we mount the smb share i.e share directory on our
host.
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So after it checks finish most of the directory has only read access but there's one in which has a different case.
Which is the Support directory in the smb server share. 
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The permission is on it is 0x00100116, on checking the web manual of smb that permission means write access. 
But if you use other tools like smbmap it should interpret all permissions in english and not in that thing that looks like
hex.

Now we know that we have write access over that directory in the smb server but lets say we upload a malicious
executable that can give us reverse shell how do we call upon the shell, that won't be happening in this case cause
there's no way of calling the executable.
So the next thing is maybe a user might be checking that share often cause after all the share name is Support. But if
we upload a malicious executable there the user won't want to run the executable. So the next thing is how can we
use this permission and leverage it to our gain. We can attempt uploading a .Ink file that will attempt to authenticate
back to our host which will then give us the user's hash who viewed or opened the directory. So I'll be using a tool
called ntlm_theft to create the file.
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Now from the options am going to just generate payload of all kind then we need to specify the server which will be
the server we are listening on and we'll be using responder in this case.
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Now that we've created our payload file lets send it over to the smb server and hope someone navigates there.

Now after few about 1-2 minute we get a hit back on our responder with a user's hash
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So lets save the hash in a file and brute force it using john the ripper.

We've successfully brute forced the hash now lets attempt to connect to winrm using the newly found credential.
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And we're in. So the next step from here is to go back to the bloodhound domain enumeration we gathered earlier
and find possible ways we can get to domain admin.

From the result we can see user manager has DCSync privilege over the domain controller now what this means is
that we can simulate the behaviour of the domain controller and perform various actions. 
Now since the user we currently are is the one who has that privilege I'll be using a tool called impacket-secretsdump
to dump the local hash of the target.

Now that we've successfully dump the hash we can attempt to brute force the ntlm hash but not in all case that brute
force will work.
But if doesn't still we can still authenticate to the domain as an administrator by performing pass the hash attack.
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And we're done :)


